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HARP Overview



What is HARP?

HARRP is a secure 1dentity

management portal
provided by the Centers for HARP
Medicare and Medicaid FEEaNnE
Services (CMS). Creating

. cMs
an account via HARP oI on
provides users with a user 1
ID and password that can s

Application

be used to access many 2

CMS applications.

CMS

Application
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HARP Overview and Benefits

HARP provides a single location for users to:
— Modify their user profile.
— Change their password.
— Update their Challenge Question.
— Add or remove two-factor authentication devices.

All ESRD Quality Reporting System (EQRS) users must
complete a HARP account setup.

Users can manage their profile information via HARP and
manage roles via EQRS.

When registering for a HARP account, users complete
1dentify proofing via Remote Identity Proofing (RIDP) or
manual proofing.



What is RIDP?

Anyone requesting electronic access to
protected CMS information or systems

must be 1dentity proofed to gain access.
RIDP i1s the process of validating -
sufficient information that uniquely 1dentifies you

(e.g., credit history, personal demographic information, and
other indicators).

This method 1s used for verifying the identity of a user as
opposed to manual or in-person proofing.

CMS uses the Experian 1dentity verification system to
1dentity proof remotely.

HARP does NOT store your personal information.
RIDP does NOT affect your credit.
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What is Manual Proofing?

Users who are unable to be proofed remotely, or do not wish
to enter their social security number, may initiate manual

proofing.

Initiate Manual Proofing j

| Please enter all required fields to submit Profile Information for manual proofing.

It is not recommended to initiate manual proofing if you are able to complete remote proofing,
as manual proofing takes longer to complete.

To initiate manual proofing, you will need to complete the following steps:

1. Submit your Profile Information and Account Information via HARP (SSN field is optional)
2. 5end the following documents to the Identity Access Management (IAM) team via email, fax, or
mail
o One of three approved forms of Government Photo IDs:
» Current driver's license issued by state or territory; OR
n Federal or State government issued photo identification card; OR
» LS. Passport
o Two copies of financial institution official bills or statements addressed to the address used
during the registration process. Payroll information is also accepted.
o If you choose not to fill out the HARP SSN field, you will need to provide only the last four
digits of your SSN to the |AM team.

The IAM team will contact you via email if they need to request additional information.

For any questions related to manual proofing, contact the Identity Access Management (IAM) team,
Monday - Friday 7AM - 7PM CST by phone 1-888-599-0426 or email identityproofing@hcgis.org.

Note: Do not initiate manual proofing if you are a CMS employee. CMS employees may bypass
HARP registration and use their EUA credentials to log into HARP.

Submit Info for Manual Proofing ‘ m




HARP Roles



User Role

Security Official (SO)

End User

HARP Roles

Description

Can serve as the SO over multiple
organizations.

Approves or denies additional SO and End
User role requests for a specific organization.

* Must have an End User role to perform tasks

in the EQRS application.
Cannot approve their own End User role
request.

Performs tasks within CMS applications,
such as EQRS.

May have a user role and scope over
multiple organizations.



Registering for a New HARP Account



New HARP Account Registration

* New users can create a HARP account by going to
https://harp.cms.gov/register/profile-info.

* When creating a HARP account, users must:
— Enter profile information, which includes: name, date of birth, social
security number, and home address.
— Create a user ID, password, and Challenge Question.
— Complete RIDP or manual proofing.
— Register additional two-factor
authentication devices, 1f desired.
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Enter Profile Information

Create an Account

HCQIS Access Roles and Profile

Go to: https://harp.cms.gov/register/profile- :
Enter your Profile Information to begin the Brofile Information

account creation process. The following 535”2;2:;.T”?"Z;Z“E;“.i‘d”;{‘lii22‘“—?'”i"?”iw“i‘ii?fiiE"””“‘°”e":
fields are required: o
First Name

Last Name

Date of Birth ol
Email Address R e oo
Home Address B
State

ZIP Code

Social Security Number (SSN)
By registering for HARP, you agree to the

Terms & Conditions

FEm e A0 O

Social Security Number =



https://harp.cms.gov/register/profile-info

Enter Account Information

4. Enter a valid User ID, Password, and complete the Challenge

5.

Question fields.
Click “Next.”

Create an Account

HCQIS Access Roles and Profile

O— OO0

Profile Information Account Information Remote Proofing Confirmation

Account Information

Create your user |D, password, and challenge question.
All fields marked with an asterisk (*) are required.

User ID *

User ID must be between 6-100 characters.

Password * Confirm Password *

Password must be at least 12 characters and include a lowercase letter, uppercase letter, number (0-9)
and symbol ({@#5%"&"). Cannot contain first name, last name, or part of user ID.

Challenge Question * Challenge Question Answer *
W

Challenge Question Answer must be at least 4 characters and cannot contain the challenge question,
user ID, or password.
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Complete Remote Proofing

6. Answer the Remote Proofing questions.
7. Click “I’m not a robot,” and click “Next.”

Note: Users who receive an error message while remote proofing are directed to contact Experian to
verify their information. If, after contacting Experian and verifying their information, users continue to
experience issues with HARP registration, they should contact the QualityNet Service Center via email
at gnetsupport-esrd@cms.hhs.gov or via phone at (866) 288-8912.

NOME OF THE ABOVEDIDES MOT APFLY

4. You may have cpened a Hame Equity Line of Crede type loan n or arourd July 2016,
CI"EEItE an Accn’u nt Plesse sebect the lender bo whom you currenthy makes your payments of made your
wryTents.

HCQIS Access Roles and Profile e

Remoie Proofing Condirmatsor ROCK FIMANCIAL CORP

FLEET MOBTCAGE

PARKWAY MTG

FREDDEE MAC

Remote Proofing

All figkds maroed wh an asterisk (*) are roquired

) ebruary 2018, Please select

Fe paymmenrs. 1 you dios not have 3

FLEET MOETCAGE

HANE OME

& WASHTEMSW MTG CO

MOME OF THE ABOVEDOES NOT APPLY

ONYX ACCEFT
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8.

Account Created Confirmation

Create an Account

HCQIS Access Roles and Profile

O— OO 0

Profile Information Account Information Remote Proofing Confirmation

Confirmation

@ Your account has been successfully created. You should receive an email
shortly containing your user ID and confirming that your account was created.

Final step: Set up two-factor authentication

You automatically have email two-factor authentication set up, but please log into
HARP if you would like to add additional two-factor authentication devices. Otherwise,
feel free to log into your respective CMS application.

Log into HARP >

Your account 1s created. Click “Log into HARP” to access HARP and register
additional two-factor authentication devices, 1f desired.
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1.
2.
3.

Log in to HARP

Go to https://harp.cms.gov/login/login.
Enter your HARP Username and Password.
By logging in, you agree to the Terms & Conditions.

CMS.goV | Hare

HCQIS Access Roles and Profile

Login
Enter your user ID and password to login.
User ID *

user1234

Password *

Having trouble logging in?

By logging in, you agree to the Terms & Conditions

CMS EUA PIV Card

Don't have an account? Sign Up
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Two-Factor Authentication Drop-Down

4. A Two-Factor Authentication screen displays. Click the Device drop-down.
5. “Email” displays as the only two-factor authentication device option. Select

“email.”
CMS.govV | Hare

HCQIS Access Roles and Profile

Two-Factor Authentication

Select a device to verify your account.

Device *

Send Code Cancel

Don't have your device handy? Add New Device

NOTE: HARP automatically sets the email address used to establish the account as the initial two-factor authentication device.
Users must select email during the initial HARP login attempt. The email address may be changed after the initial log in. 16



7.

Enter Security Code

CMS.gOV | HARP

HCQIS Access Roles and Profile

Click “Send Code.” A one-time verification
code 1s sent to the email address associated -

. Two-Factor Authentication
with the account. The Enter Code screen Select a device o ver your account

Device *

displays. (e

Send Code Cancel

Don't have your device handy? Add New Device

CMS.gOV HARP

HCQIS Access Roles and Profile

Enter the one-time verification code. Click Enter Code
. . Enter the security code to verify your account.
“Submit.” The User Profile screen displays. ety Code -

123456




Review User Profile

8. Review the profile information for accuracy. Click “Challenge Question.”

User Profile

I @ Profile Information

Q Change Password

& Challenge Question

.
U Two-Factor Deviceﬂb

Need Help?

Contact your application's help
desk for assistance.

Contact Help Desk =

Profile Information

First Name

Roland

Middle Name

Email Address
test.useraccount101@gmail.com
Home Address Line 1

1403 Pangbourneway

City

Hanover

ZIP Code
21076

Country
UsA

Last Name

Carl

Date of Birth
11121986

Phone Mumber

4105102019

Home Address Line 2

State
MD

ZIP Code Extension
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Enter Password

9. Enter Password.
10. Click the Challenge Question drop-down arrow.

User Profile

Profile Information

Challenge Question

All fields marked with an asterisk (*) are required.

Change Password

I Challenge Question Password *

Two-Factor Devices sessssesesesese

Challenge Question * Challenge Question Answer *

What is the food you least liked as a child?

Need Help?

Contact your application's help
desk for assistance.

Contact Help Desk
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Select Desired Challenge Question

11. Select the desired Challenge Question.

User Profile

Profile Information

Challenge Question

All fields marked with an asterisk (*) are required.

Change Password

I Challenge Question Password *

Two-Factor Devices pessessssssenes

Challenge Question * Challenge Question Answer *

Need Help‘? What is the food you least liked as a child?

What is the name of your first stuffed animal?

Contact your application's help What did you earn your first medal or award for?

What is your favorite security question?

What is toy/stuffed animal you liked most as a kid?

What was the first computer game you played?

What is your favorite movie quote?

What was the mascot of the first sports team you played on?
What music album or song did you first purchase?

What was your grandmothers favorite dessert?

What was the first thing you learmed to cook?

What was your dream job as a child?

Where did you meet your spouse/siginificant other?

Where did you go for your favorite vacation?

Where were you on New Years Eve in the year 20007

Who is your favornite speaker/orator?

Who is your favorite book/movie character?

Who is your favorite sports player?

desk for assistance.

Contact Help Desk




Enter Challenge Question Answer

12. Enter the Challenge Question Answer.
13. Click “Save.”

User Profile

Profile Information

Challenge Question

All fields marked with an asterisk (*) are required.

Change Password

I Challenge Question Password *

Two-Factor Devices sesssssessssses

Challenge Question * Challenge Question Answer *

Need Help‘? Where did you meet your spouse/siginifican v Tampa

Contact your application's help
desk for assistance.

Contact Help Desk
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Successfully Saved Challenge Question

14. HARP refreshes with “Challenge Question updated” message.

User Profile

'@ Profile Information

Challenge Question

Q Change Password
All fields marked with an asterisk (*) are required.

I ﬁ Challenge Question
Challenge Question updated *

D Two-Factor Devices

Password *
Need Help? ) _

Challenge Question * Challenge Question Answer *
Contact your application's help
desk for assistance. W

Conrtact Help Desk 2 m
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1.

Setting Additional Two-Factor Device

Click “Two-Factor Device.” A list of current two-factor authentication devices
displays.

User Profile

I @ Profile Information
Profile Information

O Change Password

First Name Last Name
ﬁ Challenge Question
Roland Carl
D Two-Factor Devices Middle Name Date of Birth
11121986
Email Address Phone Number
Need Help?
o test.useraccount101@gmail.com 4105102019
Contact your application's help
desk for assistance. Home Address Line 1 Home Address Line 2
Contact Help Desk + 1403 Pangbourneway
City State
Hanover MD
ZIP Code ZIP Code Extension
21076
Country

USA
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Selecting Additional Device

2. Click the Device Type drop-down arrow.

CMS.gov | hare

HCQIS Access Roles and Profile

Set Up Two-Factor Authentication

You are required to set up two-factor authentication. Enter the fields below to add one or
more two-factor authentication devices to your account. Learn More

All fields marked with an astenisk (*) are required.

Device Type Contact Status

email ACTIVE

Add Device

Device Type *

)
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Select Two-Factor Authentication Device

3.

Select the desired additional two-factor authentication device.

CMS.gOV | HARP

HCQIS Access Roles and Profile

Set Up Two-Factor Authentication

You are required to set up two-factor authentication. Enter the fields below to add one or
more two-factor authentication devices to your account. Leamn More

All fields marked with an asterisk (*) are required.
Device Type Contact Status

email ACTIVE

Add Device

Device Type *

SMS

Voice

Google Authenticator
Okta Verify

Okta Verify Push

25



Two-Factor Authentication Device Type

Device Type

Email

SMS

Voice

Google Authenticator

Okta Verify

Okta Verify Push

Description

Default two-factor authentication device. Cannot be
removed. You can edit this to another email address.

Enter your mobile phone number to receive a text
with a security code.

Enter your phone number to receive a call with a
security code.

The Google Authenticator application generates two-
factor authentication codes on your mobile device.

The Okta Verify application generates
two-factor authentication codes on your mobile
device.

The Okta Verify Push application generates two-
factor authentication codes on your mobile device.



Click Complete Setup

4. Follow the configuration requirements for the selected two-factor authentication
device. The Status indicates “ACTIVE” once successfully configured.
5. Click “Complete Setup.”

CMS.govV | are

HCQIS Access Roles and Profile

Set Up Two-Factor Authentication

You are required to set up two-factor authentication. Enter the fields below to add
one or more two-factor authentication devices to your account. Learn More =

All fields marked with an asterisk (*) are required.
Device Type Contact Status

Voice +18135551234 ACTIVE Remove

email ACTIVE

Add Device
Device Type *

Complete Setup

27




Account Setup Complete

You have successfully created your account and can log in to your desired CMS
application.

CMS.gov | mare

HCQIS Access Roles and Profile

Account Setup Complete

Select the CMS application you want to go to.

Give us feedback
Help us improve HARP

Sign in to QPP

Quality Payment Program

Sign in to iQIES

Intemet Quality Improvement Evaluation System

Sign in to DARRT

Deliverable Administration Review Repository Tool

Sign in to NQIIC Data Hub

Network of Quality Improvement and Innovation Contractors

Sign in to EQRS

End Stage Renal Disease Quality Reporting System

Sign in to HARP user profile
HCQIS Access Roles and Profile




Requesting Roles in EQRS



How to Access EQRS

. Direct Link: https://eqrs.cms.gov/globalapp
. Users are currently redirected to
https://eqrs.cms.gov/globalapp from QualityNet.cms.gov.

EQRS [ simup

End Stage Renal Disease Quality
Reporting System

: _ : Sign into EQRS
The End Stage Renal Disease Quality Reporting System (EQRS) program aims to ir

outcomes for atien ing Dialysis Providers with a

Improvement Tool th

supporting meaningful measures, reducing burden, whi

public reporting of quality information in accordance with poli

[CJ Agree to our Terms and Conditions

Don't have an account? Sign Up “
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Go to My Access

1. Log in to the ESRD Quality Reporting System (EQRS) via
https://eqrs.cms.gov/globalapp. The My Access page displays.
2. Click “Request Access.”

MANAGE ACCESS

My access

My applications

M Click each application to view your approved roles and the organizations you have access to.
y access

Request access
Pending requests EQRS

View access

PROFILE

Profile information

MANAGE ACCESS

My access

My applications

My access You currently have no access to any products. Please request access or view your pending
requests. If you have pending requests, you will receive an email notification once a Security
Official approves your request(s).

Pending requests

PROFILE

Request access

Profile information



https://eqrs.cms.gov/globalapp

Select Organization

3. Select the organization category for which you are requesting a role.

MANAGE ACCESS
My applications
My access
Request access

Pending requests

PROFILE

Profile information

O,

Organization Organization Review and
Category role submit

Select the organization category for which you are requesting a role to.

O cms (O CMS Support QO Facility

O Network QO Corporation ;E) Transplant
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Select Application

4. Select the application to which you are requesting access and click “Continue.”

MANAGE ACCESS
My applications
My access
Request access

Pending requests

PROFILE

Profile information

|1 ]

M
Organization Organization Review and
Category role submit

Select the organization category for which you are requesting a role to.

O cwms (OO CMS Support QO Facility

(O Network (O Corporation ® Transplant

Please select the application you are requesting role to.

@ EQRS

33



Search for Organization

5. Search for your organization.

MANAGE ACCESS
My applications
My access
Request access

Pending requests

PROFILE

Profile information

Organization
Category

(2)

Organization Review and
role submit

Please search by using the organization's CCN, DBA name or NPl number and then select the

role you are requesting for.

Search for organization

123
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6.

Select desired role.

MANAGE ACCESS

My applications

My access

Request access

Pending requests

PROFILE

Profile information

o O o

Organization Organization Review and
Category role submit

Please search by using the organization's CCN, DBA name or NPl number and then select the
role you are requesting for.

Search for organization Role
ABC HOSPITAL Q ‘ -
Transplant Editor

< Previous Submit request

Please note: Transplant Viewer is not shown above as it was still in development at the time of these screen captures
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7.

Click “Add.”

MANAGE ACCESS

My applications

My access

Request access

Pending requests

PROFILE

Profile information

(0 @ 0
Organization Organization Review and
Category role submit

Please search by using the organization's CCN, DBA name or NPl number and then select the

role you are requesting for.

Search for arganization

Role

ABC HOSPITAL

Q ‘ ‘Transplant Editor

v

< Previous
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8.

Submit Request

Review the selected role and click “Submit Request.”

MANAGE ACCESS
My applications
My access
Request access

Pending requests

PROFILE

Profile information

Organization Organization Review and
Category role submit

Please search by using the organization's CCN, DBA name or NPl number and then select the
role you are requesting for.

Search for organization Role

ABC HOSPITAL Q Transplant Editor v

Review selected roles

ABC HOSPITAL - TRANSPLANT Transplant Editor 369811 Remove

< Previous Submit request




Request Submitted

9. Click “Yes, continue” to continue.

X

A Submit role request

This action will submit your role request to all the organizations
you have selected.

Are you sure you want to continue?

Cancel Yes, continue |

10. Request another role, if needed.

MANAGE ACCESS

My applications Q Your role request has been successfully submitted. Your role request 1D is 25665795.

My access

Request access
Request another role

Pending requests

PROFILE

Profile information
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Approving or Rejecting Requests as
a Security Official in EQRS



Go to My Access

1. Loginto EQRS. The Manage Access page displays.
2. Click “Pending Approvals.”

MANAGE ACCESS

My access
My applications

View your approved roles as a Security Official.
My access y PP vy

Request access

Security
Pending requests ..
| Official
Pending approvals
View access

Manage user

PROFILE

Profile information
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o w

Approve or Reject Request

Review approval requests.

Click the “Approve” or “Reject” option in the Actions column.

The user is notified via email regarding if the request was approved or
rejected.

MANAGE ACCESS -
S Pending for approval
y applications

Approve
Request access 25665795 testuvtuser19  Transplant Editor ABC HOSPITAL-TRANSPLANT 2023-01-24
<)
Pending requests Page Size .h
Pending approvals Showing 1to 1 of 1 results | 5 v

Manage user list

X

A Approve arole

Are you sure you want to approve this role?

PROFILE

Profile information
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HARP Resources



HARP YouTube Videos

ﬁ CMSHHSgov Videos Playlists Community Channels About

HARP

CMSHHSgov - 6 videos - 7,532 views - Last updated on Aug 27, 2019

CME g | ise

HARP Registration

» Playall < Share + save
HARP Registration 436
by CM3HHSgov
HARP User Profile 317
: by CMSHHSgov
HARP Password Reset 1:22
2 by CMSHHSgov
HARP Manual Proofing 16
X :
by CMSHHSgov
e HARP Security Official 248
7 by CMSHHSgov
HARP User Roles (HERA) 1:45

by CM3HHSgov

https://www.youtube.com/playlist?list=PLaV7m2-

zFKphoCXj7sIx2G1fwMZQQOEJP
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HARP Help Webpage

CMS.QOV HARP

HARP Help

Quick Start HARP Training Contact
Guide User Guide Videos Help Desk

Frequently Asked Questions (FAQ)

Overview HARP Overview

Registration
> What is HARP?
Login

User Roles
> Which CMS applications use HARP?

Troubleshooting HARP

Subscribe to the HARP Notify HARP Registration

mailing list to receive emails

related to HARP technica

outages, release notes, upgrades, > How do | create a HARP account?
and more.

> Why do | need to enter my personal information to register?
Remote Identity Proofing (RIDP)

> What is Remote Identity Proofing (RIDP)?

> What happens to the data submitted for identity proofing?

https://harp.cms.gov/login/help
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For Further Information...

Website: http:/ www.MyCROWNWeb.org

Center for Clinical Standards and Quality (CCSQ)
Service Center:

— Phone: 1-866-288-8912

— Email: gnetsupport-esrd@cms.hhs.gov

— CCSQ Support Central:

https://cmsqualitysupport.servicenowservices.com/ccsq suppor
t central

General EQRS/ESRD QIP Questions: ESRD OIP QO&A
Tool



http://www.mycrownweb.org/
https://cmsqualitysupport.servicenowservices.com/ccsq_support_central
https://cmsqualitysupport.servicenowservices.com/qnet_qa

	Healthcare Quality Information System (HCQIS) Access Roles and Profile (HARP) Training 
	HARP Overview
	What is HARP?
	HARP Overview and Benefits
	What is RIDP?
	What is Manual Proofing?
	HARP Roles
	HARP Roles
	Registering for a New HARP Account
	New HARP Account Registration
	Enter Profile Information
	Enter Account Information
	Complete Remote Proofing
	Account Created Confirmation
	Log in to HARP
	Two-Factor Authentication Drop-Down
	Enter Security Code
	Review User Profile
	Enter Password
	Select Desired Challenge Question
	Enter Challenge Question Answer
	Successfully Saved Challenge Question
	Setting Additional Two-Factor Device 
	Selecting Additional Device
	Select Two-Factor Authentication Device
	Two-Factor Authentication Device Type
	Click Complete Setup
	Account Setup Complete
	Requesting Roles in EQRS
	How to Access EQRS
	H2
	Go to My Access
	Select Organization
	Select Application
	Search for Organization
	Select Role
	Click Add
	Submit Request
	Request Submitted
	Approving or Rejecting Requests as a Security Official in EQRS
	Go to My Access
	Approve or Reject Request
	HARP Resources
	HARP YouTube Videos
	HARP Help Webpage
	For Further Information…




